voice 'Ph'ish‘ivxg

Police officer! 'm innocent.
Can't believe | got involved in
voice phishing-- I've never done
anything wrong in my entire life...

Please calm down and explain
to me what happened.
Let's start from the beginning.

Since | was on a vacation, | was searching for a part
time job through job search websites. But--

short-term

200,000 won per day

simple withdrawal tasks

OMG! 200,000 won

So that's how it got started. They told me all I had
to do was take the cash from someone in person
and deposit it into the requested bank account.

> After that, | even received That's one of the
my payment. Suddenly | widespread form of
& got a call from the police-- voice phishing techniques
S these days.

This is one way of voice phishing, targeting international students
to engage in as a “Collector or a *Transferer for money by posting
a high-profit part-time job recruitment announcement on job
search websites or social media. This is how you get involved in a
crime without even realizing it.

* Collector: A person who receives money from others and delivers it to a voice phishing ring.

Kyou find such part-time job
seems suspicious, you must
check thoroughly.
Especially, there are many cases
exploiting international students
who are unfamiliar with Municipal Law,
~. S0 you have to be extra careful.

Sigh...l had no idea..| will
make sure to check again
next time.

** Transferer: A person who transfers proceeds of crime to a certain account according ta the instruction from a voice phishing ring.



Also the fraudster tells you that you can make a lot of money to get you
involved. So be cautious of simple tasks but tempting, such as a gift cer-
tificate purchase agency, overseas study fund remittance, cryptocurrency
proxy purchase, company construction collection agency, etc.

There are also a variety of
tricks to get your attention.

Mostly, they pretend that the victim's account is involved
in a crime by impersonating the name of a public
institution such as the prosecution or bank, or call them

to pre-pay the existing loan to get a low-interest loan.
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Wow... the victim would
think ifs real if you are
unaware of it.

Because they are impersonating
public institution officials, victims are

completely deceived by thinking
"public institution would never lie".

But these voice phishing
pattemns are pretty much the
same. They ask you to wire
money or to send money
through cash withdrawal,

First of all, government agendes such as the Prosecutors' Office or the Fi-
nandial Supenvisory Service (FSS) would never request for any money
transfers, withdrawals, and finandal information. If you ever receive a call
like that, you should contact the agency directly and ask for darification.

whether it is true or just hang up the phone from the beginning.

As for the bank, it's a good idea to contact the bank to confirm ]




There was a case of voice phishing that the victim
received a text message for a payment of an item that
the victim did not buy. The govemment imposter called
the victim to deposit money for the purpose of securing

the bank account.
& o0)axo-oaxol|

There are cases, asking for money by
making a threat that your family member
has been in an acddent or that you child is
kidnapped.
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s I I do a lot of online shopping, but now

| should be more careful...!

How sneaky of them td use the
family!
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As Tennm earlier, itisa \[ If your family member is
Here are some ways to 100% fraud if you ever get Never answer involved, do not panic
prevent the voice phishing requests for money from unknown numbers, do suspect that the call s
scams. governments and public not call back, and check from a fraudster, hang up
institutions for deposit out the number on the the phone and contact
_protection or criminal Internet. your family to make sure
investigations, thus you they are safe
should report to the police or :

immediately hang up.

Recently, a hotline system has been
Thank you for the informa- established between the police and Nowéhtgttlifnmthmt?f to |
tion. But what if | have a- ittt respon ese situations,
banks (finandal institutions), so you can i M bathciacaeninotic

ready sent the money? get a step-by-step help in real ime.

be scammed next time!

First of all, you need to report to
the police or contact the bank to
stop the payment. tt is important

to getin touch ASAP.




